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Secure Email ZmailA

Zmai |l E is the world's first us abd Mac himx andnobilewes r d s
with verifiable online delivery. Zmail integrates seamlessly with all email solutions, including desktop and
webmail. Zmail works without ever exposing the customers' private data, passwords, keys, or data.

Zmail uses the NMA ZSENTRYE technology for encryption, spoofing and phishing protection, password
hardening, two-factor secure authentication, and other security services. ZSENTRY uses standard cryptographic
protocols. With ZSENTRY protection, however, if security is breached or even if an attacker physically walks
away with any servers, no customer access data or customer data can be recognized or accessed.

The table below shows the major technologies, and solution examples, that are available today for secure email.

TECHNOLOGY PGP PKI/ X509 IBE ZMAIL
Solutions PGPE RSAE MessageGuardE ZmailE
HushMailE EntrustE Voltage E

PostiniE (SSL)
GoogleE (SSL)
CryptzoneE

RpostE

Microsoft® Outlook®

The chart below provides a visualization of the relative positions of each major email security technology in
terms of security and usability. Each bubble represents an uncertainty area due to possible implementation
differences. The data used in the chart is summarized in item 6 and is referenced from A Cor por at e
Management 6, Chapter 12, edited BBK183972007. Kri shna
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The chart shows that IBE is much more usable than PGP and PKI. This conclusion fits the usability of
respective solutions offered in the market today. However, the chart above shows that IBE, PGP, and PKI are
not very far apart from each other when seen in comparison with Zmail. The Zmail technology represents a
qualitative improvement in both security and usability, reaching near the maximum range of each score.
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1. Why Not Regular Email?

Regular email is similar to a postcard that anyone can read and even overwrite. Therefore, regular email
communication is not a secure method of communication, for various reasons. For example: (1) anyone can
send a regular email using your name and email address; (2) any regular email that is sent to you or by you may
be copied, changed, and held by various computers it passes through as it goes from the sender to you or vice
versa; (3) persons not participating in your regular email communications may intercept your communications
by improperly accessing your computer or the sender& computers or even some computer unconnected to either
of you which the email passes through.

But the lack of security in regular email is not limited to transmission exploits.

Regular email that is stored, even temporarily, in online servers or clients is vulnerable to a wide range of
attacks, with external and internal sources that may also be exploited in combination. This is caused by hackers,
automatic password crackers, virus, worms, buffer-overflow, software bugs, zero-day-exploits, delayed
patching, patch conflicts, security gaps, collusion, conflicting business interests, lack of legal protection for data
at rest, and other security breach reasons that plague not only Internet servers and even off-line machines but
also usersd desktops, laptops, and cell phones. These exploits can cause additional problems, such as
i mpersonat-tboeftdi deamstyand financial | osses.

How about invasion of privacyin an otherwise trusted situation? Private data in regular email can be
compromised in improper file access by a service provider employee or by their contractors, in an overly broad
legal discovery processes, and in government-mandated broad surveillance, any of which can be rather easy to
perform unilaterally in some jurisdictions. As another example, an email sent to a server abroad, even if just for
processing purposes (e.g., spam or virus detection) and as such unknown to a sender and recipient who are both
local and trust their local protection laws, is subject to compromise risks also in the foreign jurisdiction.

Online email services such as GmailE up the ante on the already large & and growingd Internet risk by using
a multi-tenant architecture called Software-as-a-Service (SaaS).

Software-as-a-Service is a recent and successful model for software distribution and sales. With SaaS,
customers do not pay for owning the software itself but rather for using it from web servers. Also known as
SaasS On-Demand or hosted software, SaaS has many benefits for enterprise customers over installed solutions,
including: Much lower cost of deployment; Much lower cost of operation; No download, no installation,
practically zero set-up time; Automatically updated; and Easier integration with other applications.

With SaaS, however, servers hold an egg neswith data belonging to many different customers. Even though
current best-of-breed SaaS systems may protect each customerG data in separate, encrypted areas of different
servers, SaaS customersas exempliied by Gmail usersare in fact outsourcing risk into a situation that
they cannot control

For example, even if the customer areas are encrypted, the keys to decrypt the customer areas are potentially
available not only to anyone compromising the server but also to the organizations and people regularly
involved in running and maintaining the server. Further, compromise in one area of a SaaS system may
compromise data of more than one customer.

The importance of this vulnerability was highlighted in Q3/2007 by a phishing and spoofing attack reportedly
targeting salesforce.com (a well-known SaaS provider) customersddata in Salesforce® servers.
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Thus, the risks of regular email (e.g., disclosure, tampering, and spoofing) are not limited to email transmission
risks and increase as the number of customers increase for a given provider. These risk factors are not going
away anytime soonvyhile their numbetkeeps growindgonger andthe attacksnore subtle

2. Why Not Some Other Email Security Technology?

Transport Layer Security (TLS) and its predecessor Secure Sockets Layer (SSL), developed ca. 1996, are well-
known cryptographic protocols that support secure communications on the Internet, usually by means of Public-
Key Infrastructure (PKI, X.509 standard) server certificates. SSL/TLS is very successful in ecommerce today.

Because of its simplicity, SSL/TLS is used by some secure email providers including GoogleE andP o st i ni
However, SSL/TLS falls short of basic email security requirements. For example, because SSL/TLS messages

are only encrypted in-between end-points, third parties can compromise message security and integrity at the
security-gaps created at each SSL/TLS end-point (i.e., not only at Google or Postini but also at the recipienté
ISP), and at the recipient& machine.

Password-based email encryption is cumbersome to use, has no first-contact capability, and is trivially open to
exploits by spoofing and phishing attacks. In addition, because users are likely to choose a weak password
(even though it may look strong) and not periodically expire them, password-encrypted email may be rather
easy to crack by the same automatic dictionary attack tools already in use to crack password files effectively.

Regarding security technologies that have been developed specifically for the needs of email security, lack of a
usable and secure solution for managing cryptographic keys has been a major failure point.

For example, withPKland Pretty Good Privacy ( PBPauseréprivaiekegd b
is embedded in a password-protected file that can be attacked and cracked. PKI/X.509 end-user certificates
provided for example by VeriSignE or ThawteE, wt
have a number of well-known problems (including cost, lack of revocation status assurance, spoofing, and lack

of first-contact capability).

PGP, even though it can be used without any cost, lacks a reliable facility for certificate revocation status, uses a
web-of-trust certificate issuance method that does not scale beyond small groups, and lacks first-contact
capability.

With Identity-Bas ed Encryption (1 BE, as used b ykeyaféllusarg e E
must be stored in the servers and may be available to third-parties without user authorization (this is called
mandatory keyescrow.

Therefore, for the conventional email security solutions, when the key management solution is secure (PKI,
PGP), it is not usable (complexity, counter-intuitive behavior when compared to postal mail, unreliable key
certificate revocation, and other known issues). When it is usable (SSL/TLS, password-based, IBE, Google,
Postini, Voltage, MessageGuard), it is not secure (security-gaps, weak passwords, open to phishing and
spoofing, mandatory key-escrow, no key revocation, and other known issues).

3. Why ZSENTRYE?

NMA developed ZSENTRY to provide security and usability beyond what has been so far achievable with
conventional solutions. Zmail (for ZSENTRY Mail) uses the ZSENTRY technology.


http://nma.com/zsentry/
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ZSENTRY allows any two parties, possibly with no previous contact, to establish a secure and private
communication channel (e.g., a secure email message exchange using Zmail) without the usability and security
shortcomings of conventional technologies such as passwords, PKI, PGP, IBE, and SSL/TLS.

As often cited, AAny computer can be compromigedhis phrase accurately reflects the yet-unsolved security
problem of protecting servers and clients against penetration attacks. With this in mind, the security of secure
email Zmail is assured not by some fictitious "Fort Knox" type of security that would (vainly) promise to
prevent all attacks, but by using NMA&G "No Target® ZSENTRY technology that renders such attacks
impossible by the sheer lack of existence of user data to attack, anywhere.

With ZSENTRY protection, if security is breached or even ifan attacker physically walks away with any
servers, no customer access data or customer data can be recognized or acce3$esiresult is not possible
with conventional security technologies.

In technical terminology, ZSENTRY shifts the information security solution space from the yet-unsolved
security problem of protecting servers and clients against penetration attacks to a connection reliability problem
that is easily solved today.

With ZSENTRY technology, message security has to do with server availability assurance (in terms of
connection reliability to access the service when desired, which can be easily mitigated by server replication)
rather than assurances on data confidentiality and data integrity at the server or the user& machine (which
cannot be assured because fiany computer can be compromisgd

ZSENTRY uses the SaaS (Software-as-a-Service) model but does not add attack targets. We call this new
model Saa$S Sans-ST ewhigreworks, without eveSexpsthg the customerso private data,
passwords, keys, or data. The best defense against data theft is to not have the data in the first place.

ZSENTRY provides extreme ease of use, ease of deployment, and unmatched security features for user
Authentication, Authorization, and Key Management, giving a competitive edge to developers of SaaS-ST
applications. The differential when compared to conventional SaaS is twofold and applies to both service
providers and their customers: (1) a system that is easier to use; and (2) no one needs to be concerned with
sensitive customer login and customer data stored in multi-tenant Internet servers.

With ZSENTRY, users still see the familiar username-password login style. However, unlike conventional
systems, the ZSENTRY username and password are not stored anywhere, and the usually weak passwords
selected by users are made much harder to guess during ZSENTRY & two-factor authentication process.

ZSENTRY operates with the simplicity of convemtal password systems but without ttadility of stored
username password listsand weak passwordZSENTRY largely avoids user education, directly supports
usability, and reduces risk both for the users and the service provider.

ZSENTRY technology includes a proven anti-phishing, anti-spoofing solution with two-factor authentication,
protects user passwords from someone trying to guess them in dictionary or brute-force attacks, and includes
additional customer access protection methods. ZSENTRY uses standard cryptographic functions for strong
authentication and 128-bit encryption. ZSENTRY can include two-channel authentication methods, such as by

sending an unpredictable number i n a text merd s a g

theft and account misuse.
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4. Regulatory Compliance

The ZSENTRY technology (e.g., as used in Zmail) fully protects personal and other sensitive information
against inappropriate and unauthorized use and disclosure, whether due to external or internal attacks.
ZSENTRY protects both the privacy of customer data and the keys that protect the privacy. Customer access
audit trails and customer data storage are maintained with encrypted, de-identified numbers, satisfying
regulatory compliance standards including the Health Insurance Portability and Accountability Act (HIPAA),
Federal Financial Institutions Examination Council (FFIEC), International Standards Organization (ISO) 17799,
Gramme-Leach Bliley Act (GLBA), Sarbanes-Oxley Act (SOA), and California SB-1386.

ZSENTRY works also without JavaScript, enabling user accessibility everywhere including behind company
firewalls, in the mobile web, and in compliance with assistive technologies satisfying Section 508 of the U.S.
Rehabilitation Act, the U.S. ADA, and the W3C Web Content Accessibility Guidelines.

5Why Zmail E?

Zmail includes all the benefits of the ZSENTRY technology described above, including compliance with
HIPAA, FFIEC, GLBA, SOA, SB 1386 and ISO 17799 regulations. ZSENTRY allows Zmail to work without
ever exposing the usersoprivate data, passwords, keys, or data.

Zmail& user data and keys are never in danger from outside or inside attacks, neither in the servers providing
the service nor in the user& desktop, laptop, or mobile client accessing the service.

Thus, even though one can argue that an attack can eventually succeed, for example in the case of an attacker
who may even physically walk away with any number of seryendsth Zmail no user data would be
compromised.

Zmail was developed not as a separate application for secure email but as a secure email interfacethat uses the
software and email address that you already have. Zmail complements email, rather than modify or replace
email.

Zmail provides end-to-end email message security without changing email and with zero-footprint i there is no
download or installation process. Zmail works seamlessly with desktop (using ZSEND), webmail, and mobile
clients, without plug-ins. Zmail uses standard cryptographic functions for strong authentication and 128-bit
encryption. Zmail is provided in two editions: Zmail Premium and Zmail Basic (free, for personal use).

The Zmail solution allows anyone to notarize (i.e., third-party verifiable), digitally sign, send, receive, and
confirm receipt of secure documents and email, with no prior experience, no email address change, no
installation, and no download.

Zmail also allows the sender to define the document& usage rights, with a release time (not readable before)
and an expiration time (not readable after, al s o @a&lilslt)dcfi el f

Several secure delivery modes are also available, allowing the sender to select the requirements that the
recipient must meet for delivery. This includes secure modes that do not require the recipient to register i so
that a Zmail can be sent and received securely even in a first contact.


http://zmailservice.com/
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A convenient Dashboard allows the user to customize and save all these settings for future sessions, including
additional choices such as automatically sending to the user a secure archival copy that does not expire.

Zmail includes the complete cycle of events and assurances needed for secure document delivery, including
verifiable Online Notarization, Send Receipt, and Return Receipt.

For example, when the recipient opens your message and you require confirmation before reading, a Return
Receipt is sent back to you with information on When, Where, How, and by Whom your message was read.
You can compare the Return Receipt with the corresponding Send Receipt. Both sender and recipient can match
the Fingerprint listed in the message received and in the Return Receipt with the Fingerprint listed in the Send
Receipt, providing evidence that the message was received as sent (Online Notarization).

Zmail is easier to use, faster, safer, less expensive, and more convenient than conventional document overnight
delivery.

6. Competitive Comparison

In terms of desirable strengths and undesired shortcomings of competitive solutions, and their possible design
limitations, it is instructive to look first into each competitive technology. The main technologies used in
secure email (see page 1 and item 2) are PGP, PKI/X.509, IBE, and Zmail. The choice of technology is
important because it provides a bar on the usability and security achievable by solutions based on the
technology. To rate the technologies and their respective solutions, the work publishedini Cor por at e
Ma n a g e me nsksa listiobtdachdologically neutral criteria that are based on referenced and well-accepted

user and expert input. These criteria represent objective metrics for security and usability, allowing one to
assign points to respective strengths and shortcomings of each technology.

The strengths of these competing technologies are summarized below (from A Cor poraatle Mam ag e
ibid.), for their Security Points and Usability Points, where a higher score is better:

Strengths PGP PKI/X.509 IBE ZMAIL
SecurityPoints[range:0 to 64] 33 38 27 61
Usability Points[range:0 to 41] 13 15 15 38

The shortcomings of these competing technologies are also summarized below (from A Cor por at e
Ma n a g e thid.hfor heir Security Flaws and Usability Flaws, where a least negative score is better:

Shortcomings PGP PKI1/X.509 IBE ZMAIL
Security Flawgrange:-70 to 0] -51 -41 -34 0
Usability Flaws[range:-37 to 0] -36 -33 -11 0

The combined Security and Usability Scores are obtained by adding the respective entries in both tables, with
the following result, where a higher score is better:

Combined Scores PGP PKI1/X.509 IBE ZMAIL
Security[range:-70to 64] -18 -3 -7 61
Usability [range:-37 to 41] -22 -18 4 38

These results are shown in graphical form in page 1. The Zmail technology represents a qualitative
improvement in both security and usability, reaching near the maximum range of each score and providing a
powerful implementation basis for secure email services.
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As a new solution, the usability and security of the Zmail implementation continues to increase, with user
feedback continuously incorporated. However, there are some basic limitations in terms of key management for
the usability and security of PKI and PGP solutions, which implementations have not been able to overcome in
nearly 20 years of development. Because IBE inherently mandates key-escrow, where a central location
becomes a single point of failure for decryption of all communications for all parties, the security of IBE-based
solutions (e.g., MessageGuard, Voltage) is also fundamentally limited.

Additionally, most technologies above (but not Zmail) require software installation, plug-ins to work with
desktop emai l s o | u whiah must changeartd beaesinstallag wHenoOwitlodk is updated),
root-certificates, user-certificates, revocation lists, and other requirements that are, more often than not, time-
expensive, costly, and cumbersome to use.

7. Application Development and Implementation Costs

The secure and private communication channel established by ZSENTRY can also be used to directly provide a
number of ZSENTRY Applications, with or without Zmail. For example, for secure voting, bidding, payments,
e-commerce, and access control functionality for web sites. Some of these ZSENTRY Applications may include
custom methods provided by NMA and by the customer.

Regarding implementation costs, eliminating security targets with the ZSENTRY technology also eliminates (as
opposed to reduces) their risk and maintenance cost.

There are other systemic benefits of eliminating security targets, such as reducing complexity, reducing
training, eliminating their back-up and restore operations, potentially large reduction in insurance costs by
eliminating hard-to-defend attacks (e.g., hacker and collusion), and increased availability.

8. The Most Important Feature: Zmail is Usable

ZSENTRY technology allows Zmail to be easy to use when compared with simple, familiar, conventional email
systems @ not merely when compared with other secure email systems. Zmail was built on the principle that
The Most Important Feature Of A Secure Email Systemd Usability.

In practice, users will rather use an insecure email system that is easy to use than a secure email system where,
more often than not, even the help text seems intimidating. If security is too difficult or annoying, users may
give up on it altogether.

Usability depends on a number of considerations, not just on the Graphical User Interface (GUI) design. For
example, a major usability problem is user key management and key protection, including password protection
by the user.

With Zmail, user login credentials and user keys do not need any user management action and are not at risk
anywhere. There simply are no password lists or keys that could be attacked. ZSENTRY protects both the
privacy of a user& communications andthe keys that protect the user& privacy. The best d and easiest to used
defense against data theft is not to have the data in the first place.
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However, users are notoriously prone to forget their passwords. ZSENTRY has two solutions that are provided
with self-management tools: password resefa new password is created for the same account), and password
recovery(the existing password is recovered). Both solutions, that require no intervention by service provider
personnel, still maintain the ZSENTRY A No T aropgrty it tidere are no password lists or keys to attack.

Zmail does not require any installation, or changes to email applications or standards. Our previous experience
with email development, since the early ARPANET days, convinced our team that any change in how email
works would be very costly, very slow, never complete, and would introduce major usability issues.

Zmail is a secure email interface that uses the software and email address that users already have, for online
email, and also for desktop email (with ZSEND), without installation or plug-ins. Zmail works using
technologies already built into browsers and email software, on Windows, Mac OSX, or Linux, and is
compatible with Outlook, Thunderbird, Mac Mail, Eudora, Gmail, Yahoo, AOL, Firefox, Internet Explorer,
Safari, and other user applications.

Zmail meets or exceeds the regulatory standards for secure email communications. Among other unique
features, Zmail also clearly stands out as the only secure emaisolutionthat:

adds no targets for attacks on the servers or on the usersdcomputers;

protects your data even if an attacker physically walk away with any number of servers

works seamlessly for desktop, webmail, and mobile Internet, without installation or plug-ins;
controlsthedocumentts usage rights, with rel-@astrac¢tme) an
allows recipients to verify sender& authentication (Premium Seal);

enforces delivery authentication requirements for recipients;

includes secure delivery modes where no recipient registration is needed (first contact);

confirms receipt, with information When, Where, How, and by Whom the message was read;

by means of a key in sole control of the sender, allows the Zmail and attachments to be legally signed,;
includes the complete cycle of events and assurances needed for secure document delivery;

provides all necessary self-management tools and reduces the need for help desk support;
complements and interoperates with any current and foreseeable system; and

is truly Usable, as its Most Important Feature, promoting the consumerizatioof secure email.

A A -_a8_0_9_9_98_98_-24_-24_-49._-9_-2-2

Zmail Basic canbe experienced, cost free, aLmailService.com

© NMA, Inc. 2008. Contact: nma.com


http://zmailservice.com/
http://nma.com/

