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Where ae Financial Networks

{ Headed
.~ Online Acoourt Accessof Al Types

More Onli ne Payments
Credit Cards
ACH
eCheck/Debit
B2B
PayPal
Universal Vaue Exchange
Online Chedk Imaging and Lockbox(Multi-Courtry)
Activities
Instant Messaging/ Collaboration
Customer Notificaion
— Email, SMS, WAP Rush, 2ME

Data-Warehousing For CrossSelli ng




Universal Vaue Exchange-UVX

Seaurity Vulnerabiliti es

" Unauthorized Access— Hadking

" Eavesdroppng

" Unauthorized Modificaion d Data

" Lossof Confidentiality of Sensitive Data
" Regulatory and Legal Liability

" ldentity Theft and Fraud

" Gapsin Encryption Channels




Current Seaurity Solutions

"~ Firewalls
" VPNs
"~ PKI
"~ S9_/Transport Encryption

" Authentication
— Passwords
— SeaurlD

“ AccessControl
" Intrusion Detection

" Problems with Current Seaurity
Solutions
" Scdability
- Cost

"~ Ladk of Interoperability

" False Sense of Security
— Certificae Chain Spoding wegens SSL
— .Net Seaurity untested
— Seaurity of Web Services very immature
" Poor Auditability

- Key Management




Emerging Seaurity Solutions
“  VoiceAuthenticaionVoiceXML

— Acoount Access

— Cal Centers

— Nuance

Enhanced Authenticaion that is Scdable

— Cryptographic Tokens

— NMA

Unified Sign-On

— Bionetrix

End-to-End Seaurity/Web Services Security

— XML Encryption

— Objed Authenticaion/Authorizaion

— Key Management

— Zephra

Instant M essaging Security

— Akonix

— Endeavors

Emerging Security Solutions




